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Privacy

Over the past few years, a series of high-profile data breaches targeting household-name
companies has transformed privacy into the topic of a debate involving lawmakers, civil society
organizations, and more. In September 2018, Facebook acknowledged the largest breach of
personal user information in the company’s history.' In April 2019, Google began the process of
shutting down and deleting all consumer accounts on its social networking platform, Google+,
partly because of two breaches that potentially exposed private user data to outside
developers." Furthermore, in July 2019, Capital One reported that a hacker had accessed the
information of over 100 million Americans who have applied for credit cards since 2005." Given
how many people around the world use the services of internet-based companies, it is no
surprise that the concept of privacy is under scrutiny.

Leqgislative Efforts to Protect Privacy

In the absence of a federal privacy law, state lawmakers have taken steps to safeguard users.
In June 2018, California passed the California Consumer Privacy Act, which requires companies
storing large amounts of personal information to disclose the types of data they collect and to
allow users the choice of not having their data sold." During that same month, Oregon updated
its information security laws by clarifying which entities must report data breaches and
expanding the definition of “personal information.” Other states, such as Nevada and Maine,
have also passed privacy laws, while others are still in the consideration stage."

At the federal level, multiple stakeholders have become increasingly active in the privacy
debate. Between late June 2018 and late July 2018, White House officials hosted 22 meetings
with more than 80 companies, trade associations, and consumer groups in order to guide the
Trump administration’s approach to privacy policy."" In November 2018, the Federal Trade
Commission (FTC) held a hearing in which stakeholders and experts representing a diverse
range of viewpoints testified on the intersection between privacy, big data, and competition.""
The FTC also held hearings in December 2018 and April 2019 regarding data security and the
agency’s approach to consumer privacy, respectively.* Additionally, the FTC has hosted
workshops on privacy and data security, such as a workshop that explored whether to update
the Children’s Online Privacy Protection Rule due to evolving business practices in the online
children’s marketplace.*

In both the House of Representatives and the Senate, committees have convened hearings to
examine the importance of protecting personal data and to explore potential safeguards. In fact,
the Senate held a hearing in December 2019, a week after Senate Commerce Committee
Chairman Roger Wicker and ranking member Maria Cantwell dropped partisan privacy bills that
took different approaches towards two key issues: whether any federal legislation should
empower individuals to sue companies that violate their privacy and whether federal law should



override incoming state privacy laws.¥ In contrast, a draft that was circulated by Republican and
Democratic staffers on the House Energy and Commerce Committee in December 2019
completely sidestepped these two issues. ' Given that California’s privacy law went into effect
on January 1, 2020, lawmakers, consumer and civil rights advocates, and industry stakeholders
are pushing for a comprehensive federal law to pass in Congress in order to avoid consumer
confusion.

Although the right to privacy has traditionally been understood as a civil liberty, it is also a civil
right. Privacy-related harms affect all Americans, but low-income people and people of color
often suffer the most because they may lack critical resources to prevent or alleviate them. In
the words of Alvaro Bedoya, the founding director of Georgetown Law’s Center on Privacy and
Technology, “when you’re not [the “right” race, gender and sexual orientation], tracking [by
consumer marketers] is more likely to be used to exclude or exploit you. This disparate impact is
a civil rights issue.™" For example, low-income people and people of color are particularly
vulnerable to entrapment in predatory lending schemes carried out by payday loan companies
that use their personal data to target advertisements to them.*V In addition, individuals may lose
out on housing or employment opportunities when internet-based companies allow advertisers
to prevent users from viewing advertisements, based on the users’ race, gender, or income.*

Privacy-related harms do not occur exclusively online. Mary Madden, a technology researcher
at the Data & Society Research Institute, has pointed out that “the backdrop of these online
experiences is a heightened sense of worry [experienced by marginalized people] about the
precariousness of their physical privacy and security.”™ For instance, undocumented
immigrants are subject to a surveillance system designed to use their information to identify,
find, and apprehend them. In addition, homeless people are required to reveal sensitive
information, such as mental health status and substance abuse history, in order to access
certain social services.!! This information is stored by the nationwide Homeless Management
Information System and can be given to law enforcement officials in response to an oral request
for the purpose of identifying and locating a suspect or material witness.*

Even people and organizations working on behalf of vulnerable communities have become
objects of surveillance. Prior to hundreds of protests planned across the country in opposition to
the Trump administration’s family separation policy in 2018, the Department of Homeland
Security gathered intelligence through a private company that tracked Facebook accounts
affiliated with the protests.* Collectively, these examples demonstrate that in the era of big
data, technology can perpetuate longstanding disparities by disproportionately harming
individuals living on the margins of society and those who try to help them. Therefore, it is
critical that stakeholders in the decision-making process address privacy concerns using a civil
rights framework.
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